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Councilsface
loss of

Government
Network
Connection
withoutCoCo
compliance

Astheclockticksdownonthe
Government' s Code of

Connection
(

CoCo
)

standardsdeadline of
30September ,

it
is

apparentthatcouncilsaregoing to face a

realthreat of IDtheftandloss of network
connection to centralGovernment

departments if theydon' t comply.
Thenumbersshowthatover a quarter

of localcouncilswon' t becompliantbythe
timethedeadlinetakeseffect .

This
statistic is worryingbyitself

,

butcombined
withthesheeramount of callswhichwe
havehadseekingbasicCoCoadvice

,

it is

trulyastonishinghowunpreparedsome
councilsare.

Whilstcouncilsarelookingfor a quick
fix to theproblem ,

it is clearthat it' s the
lack of knowledgearoundthetopicwhich
is holdingthembackandcausing
widespreadconfusion of what is required
andwho to

turn to for a solution.
Theeasyanswer is

thatachievingCoCo

complianceisn' t a quickjob . Thereare
manydifferentareaswhichcouncilsmust
complywith . Fromourexperiencewe
predictthattherearefivekeyareasthat
aregoing to prove a challengeforcouncils
andtheyare : securingremotedevices

,

developingsecureprocesses , managing
softwarecentrally , managing a cultural
change ,

andmaintainingongoing
compliance.

Forremotedevices to beCoCo

complianttheymustbesecure
, encrypted ,

andonlygivenaccess to thenetwork
through a

securevirtualprivatenetwork
(

VPN
)
usingtwo-factorauthentication . The

simplestway to achievethis is to provide a

unifiedauthenticationplatform to prohibit
unauthorisedaccess to government
networks

,

withouttheneed to increase

passwordcomplexity . Greatercomplexity
invariablymeansusersforgettheir
passwordsandneed to

callthe IT help
deskfor a reset

,

or worsestillputtheir
data at

riskbywritingthemdown.
Two-factor authenticationcanbe

providedthrough a number of methods
,

suchas a secureUSBstick
,

mobilephone ,

biometrics
,

or a hardware or software
token

,

whatever is easiestfortheuser.

Achievingcompliancecanappear
complexandconfusing ,

butcouncilsmust
addressthisheadonnowbyreviewing
securityprocesses ,

sothattheyarenot
buryingtheirheads in thesandandhave
enoughtime

to implementanynecessary
changesbeforethedeadlinearrives.
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